
Information on Using the Electronic Certificate 

 

1 Regarding the Electronic Certificate 

○ The electronic certificate is stored on an IC card (Basic Resident Registration 

Card) with data called a key pair that is required when affixing the electronic 

signature. Name, nickname (appellation) (only for foreign residents whose 

nickname (appellation) is recorded on their Resident Record), date of birth, sex 

and address are recorded on the electronic certificate as the information for 

certifying the holder of the key pair. 

Please use it when affixing the electronic signature to applications, etc. with 

administrative organs, etc. 

The electronic signature affixed when performing an application, etc. has a legal 

effect equivalent to affixing a signature and seal. 

2 Regarding the Handling of IC Card and Password 

○ Please handle the IC card (Basic Resident Registration Card), which is a storage 

medium for the electronic certificate, etc. carefully to prevent loss, theft, etc.  

○ Please apply additional caution with the password set for the Public Certification 

Service for Individuals (hereinafter referred to as the “password”) in order to 

conceal the password from others. Also, any passwords that are easy for others to 

guess (date of birth, phone number, etc.) are not appropriate for use. For security, 

please change the password as necessary by using the “Public Certification 

Service for Individuals user client software (hereinafter referred to as the “user 

client software”)” etc. which is available on the Public Certification Service for 

Individuals portal site (http://www.jpki.go.jp/) (hereinafter referred to as the 

“portal site”). Also, it is recommended that you change the password regularly. 

○ If you lose your IC card (Basic Resident Registration Card) or it may be lost, you 

must invalidate the electronic certificate because there is a risk of others 

assuming your identity online. Please apply to invalidate the electronic certificate 

at your municipality of residence.  

3 Valid Period of the Electronic Certificate  

○ When the electronic certificate becomes invalid due to expiration, please apply for 

issuance of a new electronic certificate as necessary at your municipality of 

residence. Please note the existing electronic certificate can be invalidated and a 

new electronic certificate can be issued during the valid period; however the 

expiration date of the new electronic certificate is 3 years from the date of 

issuance.  

 The expiration date is written on the “copy of the electronic certificate” issued at 

the time of issuance of the electronic certificate. Please note that it is not the 

expiration date that is printed on the IC card (Basic Resident Registration Card).  

4 Preparation for Use 

○ The following environment is required before affixing the electronic signature.  



(a) A computer with the user client software and driver for (b) installed 

(b) An IC card reader/writer that has passed the IC card (Basic Resident 

Registration Card) operation test 

 For information regarding the IC card reader/writer, please refer to “IC card 

reader/writer required for using the service” on the portal site. 

○ The electronic signature can be affixed by inserting the IC card (Basic Resident 

Registration Card) into the IC card reader/writer and entering the password 

that was set in advance. Please note that in order to prevent unauthorized use 

the electronic certificate will not be able to be used (will be locked) if you enter 

the wrong password 5 times consecutively. In this case, please apply to unlock 

the password at your municipality of residence. 

○ Please confirm that the fingerprint value of the certificate of signature (data that 

certifies that the certificate of signature has not been tampered with) of the 

prefectural certification authority that is stored on the IC card (Basic Resident 

Registration Card) matches with the fingerprint value of the appropriate 

prefectural certification authority listed on the portal site. 

○ In the case that information recorded on the electronic certificate changes due to 

move, change of name, etc., the electronic certificate automatically becomes 

invalid and it cannot be used for applications, etc. with administrative organs, etc. 

(In the case of foreign residents whose name is currently described in Chinese 

characters on the Resident Record, when replacing the Alien Registration 

Certificate, which is regarded as a Residence Card or a Special Permanent 

Resident Certificate, with the Residence Card or the Special Permanent Resident 

Certificate, if the name on those documents becomes only Roman letters, the 

electronic certificate becomes invalid.) It is recommended that you confirm the 

validity of your electronic certificate before performing applications, etc. For the 

method to confirm the validity of your electronic certificate, please refer to 

“Online service” on the portal site. 

○ A service is available to verify Government Public Key Infrastructure certificates 

and Local Government Public Key Infrastructure certificates that are attached 

to official documents, etc. To use the services such as verification of Government 

Public Key Infrastructure certificates and Local Government Public Key 

Infrastructure certificates, please refer to the “Information on open hours of each 

service” on the portal site. 

5 Others 

○ In order to use the Public Certification Service for Individuals, please thoroughly 

read “User policy”, “User guide” and “Prefectural certification practice statements” 

on the portal site. Please also refer to the information regarding the Public 

Certification Service for Individuals, portal site and homepage of each prefecture, 

etc. 


